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Introduction

alaysia is a nation of approxi-
M mately 34 million people with

diverse ethnicity originating
from the Malay Archipelago, mainland
China, the Indian subcontinent and other
surrounding nations in Southeast Asia. It
is geographically small and democratically
governed with a constitutional monarch,
and Islam as its official religion.

Malaysia practices an open economy
and firmly advocates fair and transparent
trade. As a champion and strong advocate
of Islamic finance, it puts Islamic finance
as one of the key economic drivers for eco-
nomic growth. Since the early 1980s, the
Malaysia government has established a
dual regulatory structure that allows con-
ventional and Shariah-based regulations to
co-exist as the main parameters for finan-
cial and capital market activities.

In the current day, the development
of financial technology (FinTech) and dig-
ital innovation have brought new dyna-
mism to Malaysia, including to Islamic fi-
nance and capital market. Innovativeness
from FinTech compelled Shariah scholars

and the Islamic finance industry to review
their current practices, as well as outlook,
albeit it is not really a new element. The
challenges are on the renewed perspec-
tives on the existing strategy and approach-
es, impact on stakeholders’ mindset and
mostly, the importance of data in the digital
structure, narratives that shaped custom-
ers’ expectations, business model evolution
and security in the cyber environment.

This article will explore the vital as-
pects being considered by the key stake-
holders of Islamic finance and capital mar-
ket in the Malaysian context.

Overview of FinTech in
Malaysia

The development of FinTech in Malaysia,
specifically around the regulated financial
and capital market sector, began with sev-
eral landmark initiatives.

One notable initial boost for FinTech
development was the issuance of a con-
sultation paper on the guidelines for eq-
uity crowdfunding (ECF), by the Securities
Commission of Malaysia (SC) in Septem-
ber 2014. This encouraged the financial
and capital market industry to regroup

by establishing the Fintech Association of
Malaysia (FAOM) in December 2015, with
one focus, among others, to work with the
relevant enablers, including financial reg-
ulators, in advancing the development, en-
hancement, and deployment of FinTech in
Malaysia.

The central bank of Malaysia, Bank
Negara Malaysia (BNM), responded with
the establishment of the Financial Tech-
nology Enabler Group in May 2016, and
launched the Regulatory Sandbox in Oc-
tober 2016 to facilitate a conducive envi-
ronment for FinTech experimentation and
growth by providing regulatory oversight.
In February 2024, BNM enhanced the Reg-
ulatory Sandbox! by creating two tracks
— the Standard Sandbox which is the con-
tinuation of the earlier version to allow
unlicensed entities to experiment with
their innovations, and the Green Lane, an
accelerated track for licensed financial in-
stitutions with a proven risk management
track record to test their innovations that
face regulatory impediments. Useful de-
tails about the BNM Regulatory Sandbox
are available in the Appendix.

Concurrently, the SC has also
launched a regulatory sandbox? to facil-
itate testing of innovative capital market
products and services by eligible Malay-
sia-based entities, regardless of their licens-
ing status. Eligible applicants needed to
apply between 15 April 2025 and 31 May
2025, subject to pre-consultation with the
SC’s Affinity team that manages the regu-
latory sandbox. Useful details about the SC
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regulatory sandbox are available in Appen-
dix.

These regulatory sandboxes demon-
strate that Malaysia adopted a multi-
pronged approach toward FinTech de-
velopment, by facilitating industry-led
experimentation, and a balanced approach
to encourage proportionality on innovation
and comprehensive risk awareness, as well
as a pragmatic regulatory environment for

Current State of FinTech
in Malaysia

As of November 2024, Malaysia had 280
FinTech companies (21 companiesi.e.,7.5%
under Islamic FinTech) broken down as
follows: payments (22%), lending (12.5%),
e-wallet (11.9%), blockchain (7.6%) and
cross-border payment (7.6%)°.

Specific to the capital market, be-
sides the regulatory sandbox, the SC has is-
sued several relevant regulations that have
facilitated FinTech developments, as per
the following list:

e Digital Investment
(DIM)

Management

» Digital Broker
e Online Distributor

e ECF, Peer-to-Peer (P2P) Financing,
Property Crowdfunding (PCF), E-Ser-
vices

» Digital Asset Exchange (DAX)

* Initial Exchange Offering (IEO), Digi-
tal Asset Custodian (DAC)

*  Guidelines on Management of Cyber
Risk

These regulations, which are appli-
cable to both the conventional and Islamic
capital markets, have catalysed innovations
on the creation of new ecosystems, busi-
ness models, and solutions as a service, and
initiated new perspectives beyond the typ-
ical path. For instance, regulations on PCF,
DIM and DAC started innovations on toke-
nization of real-world assets (RWAs) that
enable owners to tokenize and fractional-

ize their ownership and/or economic re-
turns into an affordable and tradeable unit,
thus allowing creation of a new investment
asset-class that is affordable and unlocking
values of RWAs. Further elaboration on the
application of tokenization of RWAs can be
found in the section on FinTech Develop-
ment in Capital Markets below.

A second example is the creation of
micro-sukuk that has shorter tenure (i.e.,
less than 12 months), using the issuer’s
business drivers as the underlying asset
and is tokenizable. This would improve
cost-effectiveness of issuance, enhance
access to wider investor segments, and
create an alternative source of business
funding, especially for micro, small and
medium-sized enterprises (MSMEs) as
potential issuers. This is an interesting in-
novation as it provides multiple solutions
in the area of fund-raising and financial
discipline for MSMEs, unlocking untapped
potential to scale faster, as well as creating
liquidity in the sukuk market with wider
accessibility and affordability, especially
for new and novice retail investors.

Another example is an experimental
solution on Portfolio Accelerator (PA) that
focuses on addressing a gap in the retire-
ment needs of those with low basic income.
The PA will use leveraged financing for a
diversified investment portfolio which will
enable low basic income individuals to
improve their retirement savings through
proportional pairing of micro-investing
with micro loans. This is not meant as a
replacement for the government-run prov-
ident funds but rather as a supplementary
mechanism targeting lower income em-
ployees, gig workers, and blue-collar mi-
grant workers.

These latest FinTech solutions are
uniquely established in Malaysia largely
because of the regulatory framework that
oversees conventional and Islamic capital
market ecosystems with clear demarcation
and dynamism, as well as proportionality
between innovation with governance, risk
management and regulatory compliance.

Compatibility of Islamic
Finance Principles with
FinTech Solutions

Islamic finance is the practice of following
the Shariah principles called “Figh Mua-
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malat” or Islamic economic law that regu-
lates financial transactions, contracts, and
economic interactions. A key focus of Figh
Muamalat, among others, is prohibition of
interest (usury or Riba), fairness, honesty,
and compassion amongst stakeholders.
Figh Muamalat also emphasizes moral and
ethical considerations in economic activ-
ities, such as prohibition of fraud, decep-
tion, and exploitation of others.

The majority of FinTech solutions
are focusing on innovative, creative, and
efficient solutions. For instance, the DIM
solution, commonly known as robo-ad-
visor, utilizes artificial intelligence (AI) to
profile investors based on their risk appe-
tite, and automates portfolio investing and
asset allocation, as well as utilising both
leading and lagging data as a foundation
for portfolio analysis and strategy.

It is obvious that the principles of
Islamic finance and FinTech solutions are
aligned and have great potential to catalyse
the creation of fair, transparent, and effi-
cient ecosystems that is vital in promoting
trustworthiness among key stakeholders,
new services to be delivered by innovative
and cost-effective entities, as well as new
perspectives on the strategic formulation
for investing in financial and capital mar-
ket. From a national perspective, Malay-
sia’s position, with banking industry assets
second only to those of the Gulf Coopera-
tion Council countries, would be further
enhanced as the alignment of Islamic fi-
nance and FinTech solutions would stim-
ulate inbound and outbound digital-based
initiatives relevant to the Islamic capital
market.

The following five sections outline
the specific building blocks of the potential
growth of Malaysia’s Islamic capital mar-
ket including opportunities, challenges,
and relevant use cases as illustrations.

FinTech Development in
Capital Markets

As shared above, the sandbox created by
the SC is an opportunity for aspiring inno-
vators to conduct a variety of experiments
involving capital market products, ser-
vices, and related elements. The examples
of tokenization of RWAs, micro-sukuk and
the PA are among the potential innovations



that would enhance the depth and breadth
of Malaysia’s capital market through de-
mocratizing access for a wider segment of
investors, improving cost effectiveness of
capital raising, and improving governance
and risk management through better
transparency and financial discipline.

However, it is foreseen that shifts in
mindset and paradigm, legacy concerns
and as yet unproven results of technology
implementation are likely to delay swift
adoption of innovative FinTech solutions.
Current decision makers at the senior
management and board level are sceptical
of the capability, relevancy and viability
of these innovations, partly because they
are viewed through a legacy and lagging
perspective, instead of as potential and
leading indicators. In addition, there is also
an inferiority complex among the decision
and policy makers, mostly due to a lack
of knowledge and blind spots about key
aspects of technology. This is apparent as
the average age of directors at Malaysia’s
financial institutions is 60 years old and
nearly half of these directors have account-
ing and/or legal backgrounds*, which high-
lights their lack of strategic understanding
about FinTech, as well as of key perspec-
tives on matters such as governance, data
management and talent.

Infrastructure
Development and
Interoperable Data
Framework

There are two main challenges for FinTech
to be effective, operationalize effectively
and become functionally scalable: the out-
dated legacy infrastructure and secure in-
teroperable utilization of various data.

The existing financial infrastructure
such as the Bursa Malaysia Securities,
PAYNET, RENTAS (the BNM’s Real-time
Electronic Transfer of Funds and Secu-
rities) and the capital market in general,
are yet to be updated with the relevant
technology to manage functioning inno-
vative FinTech solutions such as tokenized
RWAs, micro-sukuk and the PA. Although
Bursa Malaysia’s daily trading volume im-
proved between 2022 and 2024 by 89.1%
year-over-year to 5.3 billion units®, it was
not optimized through technology. The
recent growth was driven by proprietary
and local nominees’ investors, indicat-

ing that FinTech innovation was not a
contributing factor. Other infrastructure
such as RENTAS is still settling institution-
al payments through the delivery versus
payment (DVP) mechanism, instead of the
payment versus payment (PVP). The main
concern is on unresolved key settlement
and counterparty data transparency risks
that could pose financial and reputation
losses to various stakeholders, especially
between the central banks and wholesale
banks, as well as between corporate and
institutional customers. It is a known fact
that the shift from DVP to PVP could be re-
solved with FinTech solutions such as the
distributed ledger technology, but the lack
of willingness on the part of policy and de-
cision makers to shift mindsets and para-
digms remains a key obstacle to the needed
changes.

The other key challenge is to estab-
lish an interoperable data management
framework (IDMF) at various levels - i.e.,
entity, industry, ecosystem, and infrastruc-
ture — that is secure, real-time and trust-
worthy, for both the capital market and
financial industry. It is imperative for the
IDMF to be established in this manner to
facilitate orchestrated real-time data shar-
ing for transaction settlements, effective
risk management, and stable ecosystem
interoperability. Currently, a matrix of
disjointed data flows creates security con-
cerns, undermining the effectiveness, and
efficiency of value-creation activities, as
well as increasing the information asym-
metry among stakeholders at various lev-
els.

The impediments described above
are potentially solvable with FinTech. For
instance, RTGS.Global® is one of many
private firms that could offer central and
wholesale banks settlement utilizing the
PVP mechanism running on distributed
ledger technology. This is a realistic po-
tential solution that could solve both im-
pediments, as well as provide an efficient,
cost-effective, secure alternative cross-bor-
der settlement mechanism for both whole-
sale and retail transactions. Enroute to
implementing such solutions, policy mak-
ers at central banks need to consider, first,
amending existing laws and regulations
to allow commercial banks to utilize the
statutory reserve account (SRA) current-
ly maintained at their respective central
banks to be used as the settlement account.
Second, the SRA shall be the primary iden-
tifier on the distributed ledger platform
shared by all counterparties that would
facilitate real-time interoperable data shar-
ing and importantly, making the shift from
DVP to PVP mechanism.

Islamic Capital Market
and FinTech

Given the developments and progress
shared above, the Islamic capital market
in Malaysia has vast growth potential with
optimal utilization of FinTech solutions
as one of its key catalysts. In addition, its
position as a mature Islamic capital mar-
ket would provide sufficient depth and
breadth of relevant data for various key
stakeholders in developing FinTech solu-
tions.

For instance, sukuk’ which account-
ed for about sixty percent® of Malaysia’s
debt market, could be further democra-
tized to make issuance more cost-effective,
by digitalizing the issuance processes to
cater to small-volume issues by micro and
small enterprises. Currently, sukuk are is-
sued with a minimum value of USD200,000
and tenure of notless than 12 months, mak-
ing them only affordable and suitable for
large entities such as listed corporations,
national or state government agencies, and
large corporations. In addition, the current
processes, from pre-issuance, underwrit-
ing, primary market to secondary market,
are primarily focused on institutional and
accredited, investors as well as High-Net
Worth Entity (HNWE) and High-Net Worth
Individual (NHWI) segments, as per the
SC’s Guidelines®.

The above discussion describes an
opportunity for FinTech solutions to en-
hance sukuk issuance by MSMEs, as well
as adding individuals not categorised as
HNWI as investors. Firstly, micro-sukuk
with lower values (between USD2,500 up
to USD25,000) with shorter tenure (from
3 months up to 12 months) and utilizing
predetermined Shariah contracts could
be issued, on an experimental basis, on a
digital advisory platform. Secondly, these
innovations need to be tested for at least 12
months on the SC’s regulatory sandbox and
closely monitored and calibrated with the
existing guidelines on sukuk approval pro-
cesses, credit rating, shariah compliance
and advisory, underlying assets, and pro-
spectus, as well as the necessary structure
to protect retail investors.

Experimenting with micro-sukuk is
a continuation of the concept the Malay-
sia Government used with the issuance
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of Sukuk Prihatin'® in 2020 to 2022, a step
which galvanised participation by public
retail investors, despite a large federal gov-
ernment subsidy and tax breaks that low-
ered issuance costs. As stated, Malaysia’s
vast experience in sukuk-related activi-
ties backed by credible historic data over
three decades has put the country at the
forefront, but these elements need to be
utilized through innovative experimenta-
tion, fresh perspectives, and facilitation by
the SC with industry players to enhance the
sukuk market in Malaysia.

Case Studies of
Successful FinTech
Applications

Malaysia’s issuance of Sukuk Prihatin in
2020 as the first digital sukuk was a pur-
pose-driven innovative digital solution
adopted as a collective way to galvanize
various resources, proven talents, and
institutional collaboration during trying
times. The funds raised through Sukuk
Prihatin were used to enhance connec-
tivity of schools in rural areas, facilitate
business operations of MSMEs (focused on
female-led enterprises), and support re-
search on fighting infectious diseases.

Among the key factors driving the is-
suance of Sukuk Prihatin were:

* High deposit rates among Malay-
sians. According to BNM’s key indi-
cators for financial inclusion, deposit
accounts per 10,000 adults grew
from MYR29,860 to MYR30,460 from
2011 to 2019.

* The Covid-19 pandemic was a major
factor that consolidated common
purpose among Malaysians for col-
laboration to revive the collapsing
economy and establish a digital
platform where corporations and
individuals could channel their con-
tributions to the predetermined pur-
posed, as approved by the financial
regulators, and with less bureaucra-
cy that would normally slow the ap-
proval and distribution of the funds
raised through the issuance.

A key result of Sukuk Prihatin is that
it galvanised many industry stakeholders

to explore and experiment with the notion
of issuing digital sukuk. One notable les-
son was that issuance of sukuk should be
direct, with clarity of purpose, and that a
digital platform played a key role for man-
aging subscriptions and communication of
relevant narratives, as well as utilizing rel-
evant contract structures to facilitate inter-
action and operability among stakeholders
and counterparties.

However, issuance of Sukuk Prihatin
was not the norm and it was an extraordi-
nary effort under a unique circumstance.
Despite its success, policy makers, financial
institutions, and key players in the sukuk
market are still sceptical of the idea of uti-
lizing a private-sector digital platform to
facilitate sustainable and viable issuance
of micro-sukuk that is affordable and pur-
pose-built for MSMESs’ business growth and
scalability.

Another case of successful imple-
mentation of FinTech is the establishment
of Islamic Finance Knowledge Repository
(I-FIKR) by ISRA Institute, a subsidiary of
INCEIF University, a post-graduate univer-
sity owned by the BNM. The knowledge re-
pository was established in 2010, and it has
successfully positioned itself as the prima-
ry one-stop resource for information, re-
search references, and Shariah resolutions
in relation to Islamic finance, capital mar-
ket and economics. I-FIKR is being used
as one of the main reference sources by
various central banks, securities commis-
sions, Shariah and ethical boards of banks
and capital market intermediaries, and the
Accounting and Auditing Organization for
Islamic Financial Institutions (AOIFI).

I-FIKR is being enhanced through
deployment of generative and explain-
able Al features to broaden its capability,
including, among other things, alignment
of Shariah principles (especially Figh Mua-
malat) with the environmental, social and
governance (ESG) requirements. It is ex-
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pected that the upgraded version of I-FIKR
would enable future Shariah-compliant
innovations to be more comprehensive by
encompassing broader perspectives such
as viability, ethical considerations, and
technology requirements as its output, as
well as cognitive learning loop capability
for continuous self-learning.

Regulatory and
Compliance
Considerations

The regulatory landscape of the Islamic
capital market in Malaysia is at an advance
stage. As a leader in many aspects, Malay-
sia has two financial regulators, namely,
the BNM and the SC that drive the advance-
ment of both financial and capital markets.

BNM’s primary focus is on banking,
insurance, payments, monetary and fiscal
strategy, and government economic policy
levers, as well as the systemic risks in man-
agement of financial institutions.

The SC’s key focus is on the capital
market ecosystem, investors’ confidence
and protection, exchanges’ operational ro-
bustness, fair intermediation and trading,
and information transparency.

Malaysia’s unique dual financial reg-
ulatory regime — conventional regulations
based on English common law, and Sha-
riah regulations based on the Figh Mua-
malat principles —has benefited Malaysia
greatly as it provides greater flexibility for
experimentation, interpretation, and per-
spective for variety of issues to be solved
innovatively. As an example, the creation
of sukuk as an alternative to bonds has




positioned Malaysia as the leader for sev-
eral decades. It provides Malaysia with cre-
ativity that others may not even consider
as additional options in solving financial
issues, evidenced by the digital issuance
of Sukuk Prihatin. Another example is the
establishment of Islamic banking that is
regulated independently from convention-
al asset and liability management (ALM)
principles. One of the key differences is
the allowance for Islamic banks to utilize
a certain percentage of depositors’ funds
(subject to prior consent by each depositor)
in a profit-sharing investment between the
bank and its depositors; such arrangement
is not permissible for conventional banks.
This unique provision allows Islamic banks
to collaborate with suitable licensed capital
market institutions and use profit-sharing
Islamic contracts to enhance depositors’
income, on top of the typical ALM strategy.
Such collaboration between financial and
capital market regulations has provided
Malaysia with the dynamic to expand and/
or collaborate where needed.

Nonetheless, in ensuring compli-
ance with both regulatory bodies, Shari-

ah-compliant institutions are compelled to
invest in competent resources, technology
solutions and operations. Among the addi-
tional requirements are, first, to establish
an internal compliance function that su-
pervises adherence with relevant Shariah
requirements, and second, to conduct peri-
odic independent reviews to address find-
ings and remedial actions.

Conclusion

Malaysia is well-established in the Islamic
finance and capital market arena. As the
leader in this space, the main challenge is
staying ahead of other countries and con-
tinuously innovating rather than chasing
the pack.

As the global dynamics are shifting
away from the typical norm, Malaysia is at
a crossroads — whether to continue as an
expert user of innovative solutions built by
others or to move towards being the origi-
nator of solutions based on the first princi-
ple thinking approach. Adopting the exist-
ing stance would put Malaysia somewhere
at the middle of the pack, i.e., as a neutral
country rarely seen as a rival. However,
the alternative is to have Malaysia become
viewed differently by other countries,
which would require shifts of mindset,
strategy, and action plans.

Islamic finance and capital market
capability, coupled with ESG alignment is
a great advantage that could benefit Ma-
laysia, both on its own and especially in
collaboration with the emerging nations
of the ASEAN region. The versatility of
Figh Muamalat with relevant narratives
would facilitate Malaysia’s navigating the
choice between remaining as is or shifting
towards being an originator of innovation.
Having said all of the above, the Islamic
finance and capital market in Malaysia
could be different going forward.
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Appendix

BNM'’s Regulatory Sandbox

(75

Enhanced Standard Sandbox

Green Lane :: l,

« Financial institutions regulated by the Bank

« Institution admission on a cohort basis (two intakes in
January and July) following which solutions may be
registered anytime

Fintech companies, new entrants and financial institutions
regulated by the Bank
Admission on a roling basis (can apply anytime)

Applicability

Qualification atinstitutional level

« Confirmation that financial institution meets standards on
institutional risk management, compliance and governance
capabilities

Submission oflist of all potential solutions and aggregate
cap of expectedfinancial losses

The Bank endeavours to inform decision on approval within
30 working days

Qualification at solution-level

« Limitto 20,000 customers and up to 12 months oftesting

+ Regulatory flexibility provided unless specified as out-of-scope

Stage 1: Eligibility assessment

Simplified assessment with the following key changes:

o More facilitative process for applicants to demonstrate
value proposition e.g. without proof-of-concept

o Greater focus on ability of applicants to identify risks
appropriately

The Bank endeavours to inform applicants within 15

working days

Eligibility/ *
qualification
criteria .

Stage 2: Preparationfor go-live

Validation of preconditions for live test
Finalisation of testing parameters, KPIs and exit plan
Approval given with or without conditions for go-live

Simplified review

* Registration of solutions at least 15 working days prior to
go-live

» Aftestation and indemnity of customers against direct
financial losses

Review before
go-live

For a rejected application, a cooling off pericd of six (6)
months shall be observed before the applicant is allowed
to resubmitthe application.

Submission of interim reports to the Bank and
preparation of a final report post-testing

SC's Regulatory Sandbox

Application and Registration Process: Overview & Estimated Time Taken

Admittance to
Sandbox

T8 i

Application Evaluation Testing
Objective: Objective: Objective: Objective: .
Proj\:de“;euidance 10 Assess if applicants fulfill Finalise eligible Allow participants to test Exit Sandbox
interested parties on the preliminary criteria applicants adherence to testing
application process and parameters and
requirements requiirements
30 working days* 2 - 4 months* 12 months or as
approved
w
[
= . Participate in Submit quarterly
E Submit completed p h
= engagement / demo reports in a timely
Al application form sessions manner
¢
=
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Eligibility Criteria

Eligibility criteria for applicants to satisfy before entry include:

Fit and Proper

Applicant and senior
management must be fit
and proper

Ready to
commercialise
Showcase a realistic plan

for post-testing
commercialisation

Applicant

Ready to test

Require testing plan,
prototype, sufficient
resources

Conduct self-
assessment

Has carried out risk and
regulatory assessment

Product/Service

New to market

Product/service not
currently present in
Malaysian market

Must have value
proposition
Product/service

benefits the Malaysian
capital market

For domestic
market

Intended for use in
Malaysia

Does not fit any
framework
Currently not fully

addressed by existing
guidelines

Source: BNM, SC

Notes

1 Source: BNM, “Regulatory Sandbox.”

2 Source: SC, “Regulatory Sandbox.”

3 Source: Fintech News Malaysia, “Malaysia
Fintech Report 2024.”

4 Source: WTW, “Unlocking potential: Board
diversity can help drive business success,” 1
April 2025.

5 Source: CIMB Securities, “Malaysia market
outlook by CIMB Securities,” 28 June 2024.

6 Source: RTGS.global, “RTGS.global com-
pletes another successful instant settlement
cross-border transaction between five banks
across Georgia, Tajikistan and Uzbekistan,”
26 February 2024.

7 Source: “What Is a Sukuk? Sharia-Compliant
Bond-Like Financial Instruments,” Investo-
pedia, 8 June 2024.

8 Source: FitchRatings, “Malaysia’s Debt Cap-

ital Market Likely to Slow on Fiscal Consol-
idation; Sukuk Leadership Sustained,” 19
March 2025.

9 Source: SC, “Guidelines on categories of so-

phisticated investors,” 5 February 2024.

10 Source: Malaysia International Islamic Fi-

nance Centre “Malaysia’s first digital sukuk,”

4 February 2021.
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